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Applicant 
Filed 



Appln. No. 



09/587,228 
Walters 



Confirmation No. 6037 




TC/A-U. 
Examiner 



June 2, 2000 
2141 



Kang, Paul H. 



Docket No. 
IBM Docket No. 



6169-130 
FJOC9-1 999-0072 



DECLARATION UNDER 37 C.F.R. $ 1.131 



Commissioner for Patents 
P.Q. Box 1450 
Alexandria, VA 22203-1450 

Sir 

I, Glen R- Walters, a citizen of the United States of America, residing at 5320 
Pierce Street, Hollywood, Ft 33021, hereby declare and state as follower 

1 . I was employed by International Business Machines Corporation (IBM) of 
Boca Raton, Florida at the time the above-identified application was conceived and 
continue to be employed by IBM- I make this declaration in support the above-Identified 
application. 

2. IBM has invested substantial time and effort into the research, 
development, and marketing of their products, and in an effort to protect its rights in all 
new Inventions, IBM requests that all employees prepare and submit IBM Confidential 
Invention Disclosure Forms upon conception by the inventon>). 

3. As the named inventor for this invention, I submitted the attached IBM 
Confidential Invention Disclosure BOC8-1999-0O8O. 

4. I make this Declaration to establish that I conceived of the present 
Invention at least as early as July 28. 1999, and exercised due diligence from prior to 
July 28. 1899 to June 2, 20D0, the filing date for the above-identified patent application. 



{WPlfiiSOKT) 
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5. i further declare that alt statements made herein of my own knowledge are 
true and all statements made on information and belief are believed to be true and 
farmer that these statements were made with the knowledge that wlBful false statements 
and the like so made are punishable by fine or imprisonment or both under Section 
1001 of Tit© 1* of the Uniwd States Code, and that such willful, false statements may 
jeopardize the validity of me abovaHdentified patent application or any patent issuing 

alters 



Glen R.Walters 



Pate: 



STATE OF FLORIDA ) 

J as: 

COUNTY OF PALM BEACH J 

The foregoing Instrument was sworn to and su bset! bed before rrte mis <£L *»y 
of December, 2003, by GLEN R. WALTERS, who is/personally know^te me or who has 

— ""saSSS — 



STATE OF FLORIDA 

(Prtr^ySToT Stw* O^SS^S^m» or Notary 




swa oom» 
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(Disclosure BOC8-1 999-0080 

Created By: G?en Walters Created On: 07728/99 1 i :i 7 20 AM 

Last Modified By: Elaine Ventured Last Modified On: 07/29/99 07:75:32 PM 



IBM Confidential 



Requtfeq rtads are maikea ihe asterisk nana must Defined m io 



compiejemeform. 




Attorney/Patent 
Professionai 



IDT Team 



Ricnard TomliftfBoca RatorviBM 



Submitted Date 



Owning Division 



PVT Score 



Edie Stem/Ton LauQerdala/lBM; Joftn BQiTOrntf^/Bethesaa/lBM 



07/28/39 T237;56 PM 



Gl 



To calculate a PVT score, use trie 'Caicuiaie P vt Button 



Inventors with Lotus Notes IDs 

inventors: Glen Waiiers/Fon Lauderdaie/tBM 



invemor Name 
> denotes primary comae! 
I Waiters. Glen R 



invenior 

Seri al Div/Dept 



1 94^789 |4S^PQA 



Manager 
Serial 



Manager Name 
402512 | peas. H (Happyf 



Inventors without Lotus Notes IDs 
IDT Selection 



IDT Team: 

Haie Siem/Fon Lauderdaie/iBM 
Jonn Bonomlev/Bemosda/iBM 



Anorney/Patent Professional: 
Rcnard Tomun/Boca RatorviBM 



[Response Due to IP&L : 08/25/99 
Main Idea 



'Title of disclosure (in English) 

A Method for Preventing Deep Linking into a Web Site 

Idea of disclosure 

Statin9 * e PTOhiem SWed (rf ^ and ****** «» advantages of 

One of me most powerful features of HTML (the language of the World Wide Web) is its attlitv to link ta 
content, potentially on other servers. This technique, however, has a p«rii«iEaK^ he auhor 
of a document is not the owner of the linked content. See, for exampte 9 0 

> mtp:ffwww*rtred. 

Sl^^ mS * le 03,16(1 -Mov *+W- This web site contains descriptions of current movies 
atono with links to trailers, which typically res.de on servers owned and operated by me moi £ studiosTe g 
Universal). Tte is where the problem arises. If Mov,e-List were to link « The Degm^rfiiSSSSS 1 * 
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A Metnoa tor Preventing Deep un^ng into a weo Sue - cormnued 



web site (e.g. hnp^/www.universaistudios.cornO there would be no prooiem. Instead They have decided to 
link directiy to tne desired content itself (e.g. 

nup://www.americanpiemov^^ «b** is a trailer forme 

current Universal movie "American Pie"). 

This practice is called "Deep Linking*, because the author is linking deep into Universal web Site, instead 
of taking the visitor to the "front door. There are several problems with this: 

1 ) It eliminates any disclaimers or advertising on the Itnked-to web site. 

2) It makes the content appear to come from the linked-from web site. 

3) The link itself could be "broken* (i.e. the file has been moved), which may make the imked-to web sue 
appear to be the problem. 



The solution: 

The solution to this problem depends on a header sent by the client indicating where the link came from. 
Hare is the description from RF©2G88^ * 

14.37 Referer 

The Refererfsic] request-header field allows the client to specify, 
for ine server's benefit, the address (URl) of the resource from 
wnicn the Request-URl was ooiained {the "referrer". although tne 
header field is misspelled.) Tne Referer request-header allows a 
server io generate lists of back-links to resources for inieresi, 
logging, optimized caching, etc. it also allows obsolete or mistyped 
links to be traced for maintenance. The Referer field MUST NOT be 
sent if the Request-uRi was obtained from a source that does not have 
its own URL such as input from the user keyboard. 

Referer = "Referer" ":" ( absoluteURl | reiaiiveURl ) 
Example- 

Referer: hnp://www.w3.org/hypenext/DataSources/Overwrew html 



This could be used to determine what page {the "official" site or an outs.der) the user was looking ja when 
mev clicked the link to the trailer. An enhanced web server (or a server extension, sucn as a Java serviet. 
for existing web servers) could enforce a referer requirement before serving the protected content. 

2. how does the invention solve the problem or achieve an advantages description of "the invention", 
including figures inline as appropriate)? 

The invention prevenis the use of deep linking wherever specified. Ceoain files (or even an entire site. 
H nm^lttn of the front page) could be prevented from being linked to by an^.ng other 
San the srte . M . Alternatively, -friendly sites" could be included In the list of appropnate referers. 
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in the above example, 'Joe's Web Site" would like to provide its users with the latest version of the 
Netscape web browser. Linking directly ro the installation executable (netscape.exe) has Deen denied 
(smce the referer would indicate Tittpy/www.joeswebsite.comO. out linking to Netscape's front page r.as 
been accepted. Linking from anywhere on Netscaepes site to trie installation executable is. ot course, 
accepted. 



3 if the same advantage or problem has been identified by others linside/ouiside IBM), how have those 
others solved it and does your solution differ and why is it better? 

As indicated Dy the story referred 10 above (on the Wired web sue), the current solution seems to be to 
|SS ue a lener asking the offend.ng web site to cease and desist, if this did not worK. the owner of the 
content may attempt to sue on grounds of copyright infringement. Obviously, this would be a difficult case 
to win. since placing the content on tne web in the first place tends to make it publicly accessible. It is 
much better if you can make it not publicly accessible. 

4. If the invention is implemented m & product or prototype, include technical details, purpose, disclosure 
details to otners and the date of that implementation. 
No current implementation. 

"Critical Questions ( Questions 1-7 mu3t be answered) 



<?whm°date was the invention workable? 07/2a*> Please format the date as MM/DD/YYYY 
(Workable means i.e. when vou know that vour design wilt solve the problem) 



"Question 2 _ ._. 

Isxhere any planned or actual publication or disclosure qf your invention to anyone outside 

IBM? — — - 



O Yes 
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If yes, Enter me name of each publication or patent and tne date published below. 




PuDlicaiiorVPsteni: 




Dam Published or issued: — — . 




Are you aware of any publications, products or patents mat relate to this invention? 


Ores 


6 NO 


If yes, Enter the name of each publication or patent and the date published below. 




PuDiicairon/Paiern: 




Date Pubhsrted or Issued: 





•Questions 

Has the subject matter of the invention or a product incorporating the invention been sold, used 
internally in manufacturing, announced for sale, or included in a proposal? 


Ores 

II NO 


Is a sale, use in manufacturing, product announcement, or proposal planned? 


O Yes 
• No 


If Yes, identify the product if known and indicate the date or planned date of sale, announcements, or 
proposal and to whom the sale, announcement or proposal has been or will be made. 

Product: 
version/Release: 
Code Name; 
Oaie: 
To Whom. 

If more man one, use cut and paste and append as necessary in the field provided. 




"Question 4 

was me subject matter of your invention or a product incorporating your invention used m 
n. ,hi,r> * n m itsiriA iBM or in the orasence ot non-lBMers? 


U Yes 
# No 


If ves qive a date. Please format the date as MM/DD/YYYY 




-Questions 

Have vou ever discussed vour invention with others not employed at IBM? 


CJ Yes 
9 No 


If yes, identify individuals and date discussed. Fin in the text area with the following information, me 
names ot the individuals, tne employer, date discussed, under CDA, and CDA #. 




"Question 6 . 

Was the tnvention, m any way. started or developed under a government contract or projects 

If Yes, enter me contract number 


U Yes 
# No 

O Not Sure 


•Question 7 

Was the invention made in me course of any alliance, joint development or other contract 
activities? 

it Yes, enter the following :Name of Alliance. Contractor or Joint Developer 

Contract ID number 
Relationship contact name 


Oys* 

# NO 

O not Sure 


Relationship contact E-mail 
Relationship contact onone 

Question 8 , _ 
Have you submitted, or are you aware of, any related disclosure submission 


O Yes 
• No 



Prmtaa 07/23/99 at 0723:1 5 PM 

Page 4 

PAGE m> RCVD AT 1/2/2004 12:24:42 PM [Eastern Standard Time]* SVR:USPTO-EFXRF-1/0* DN1S:8729306 * CS1D:5616M6313* DURATION (mm-ss):02-20 



JAN-02-04 12:24PM FROM-AKERMAN SENTERFITT 5816596313 T-480 P. 08/08 F-235 

A Memod tor Preventing Deep Linhmo, imo a weD Siie - cowmuea 



If Yes, please provide the title and docket or disclosure number below: 



Question 9 

wnai type of companies do you expect to compete wim inventions of this type? Check alt thai ^p/ay. 

□ Manutanurers ot emerpnse servers 

□ Mamrfaciurers of ©mry servers 

□ Manufacturers oi laiorxstaicns 

□ Manufacturers ot PC's 

□ Non-computer manufacturers 
Q Devetopers ot operating systems 
13 Oevetopers ot neiworiung software 
G Developers ot application software 
G Integrated soiuton probers 

□ Service providers 

□ Oiner (Please specify De»w) 



Patent Value Tool (Optional - this may be used by the inventor and attorney to assist with the evalu 

(The Patent value tool can be used by you or the evaluation team to determine the potenuai licensing 
value ot your invention.) 

Tne patent Value Toot has not yet been used to calculate a score. 
Post Disclosure Text & Drawings 

Enter any additional information relating to this disclosure below; 



(Form Revjsea 12/17/97) 
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